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DETAILED DESCRIPTION OF THE INVENTION 



TECHNICMi FIELD 

5 

The present invention relates to a packet 
cominunloatlon system of enorypted information, cuid more 
particularly, to a packet communication system of encrypted 
Information treating encrypted/decrypted information using 
10 a streaming encryption system. 



BACKGROUND ART 

Streaming encryption systems are known as encryption 
15 systems available to high speed packet data communications. 
In a streaming encryption system, pseudo-random numhers are 
generated rendering a prescribed encryption key as default, 
and the system encrypts the sending information sequentially 
by a bit unit. When using a streaming encryption system in 
20 packet data communication i parts of the encr3rpted information 
is stored in packets and sent. 

On the one hand, in the case of implementing the 
encrypted communication using a streaming encryption system, 

25 decryption becomes relatively easy because of commonalities 
in the encrypted information when encrypting multiple 
Information with the same encryption key fixing, resulting 
in decline of encryption strength. Therefore, It has been 
conventionally known that the encryption key is changed 

30 periodically when using a streaming encryption system. 
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However/ in a streaming encryption system^ it is 
necessary to use the same encryption key between a sender 
who encrypts Information and a receiver who decrypts 
imformation. Accordingly ^ changing the encryption key for 
S both sides has to be synchronized between them. On the other 
hand/ when changing the encryption key frequently to Increase 
encryption strength, it causes another problem that changing 
the encryption key adds greater load to hardware and Increases 
the possibility of desynchronization* 

10 

To avoid these problems described above regarding 
such synchronization as Illustrated In figure 9, there is 
a way for inserting timing signals indicating the change 
of encryption within a particular packet. By changing the 

15 encryption key in time by detecting these timing signals 
on the receiver side, there is no need to be synchronized 
between the sender and the receiver* However , according to 
this method, there is still a problem that the receiver has 
to admlniater the encryption key which is being changed 

20 sequentially beforehand , as well as requiring a device 
configured to detect the timing signals. 

Therefore, the present invention has an objective 
of providing a packet communication system of encrypted 
25 information which can Implement the change of the encryption 
key and overcome the problem of synchronization by being 
without synchronization for changing the encryption key. 

The present invention has another objective of 
30 providing packet communication system of encrypted 
information without management of the encryption key by a 
receiver • 
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To achieve the objectives as described above, the 
packet oommuniCQtlon system of the present Invention is 
configured with a packet sending device and a packet receiving 
device as described below* That is, the packet sending device 
5 is configured to comprise means for generating a packet, 
wherein the sending information is divided Into a plurality 
of packets, means for stream encrypting the packet, wherein 
the encryption generates pseudo- random numbers rendering 
one of the plurality of an encryption key as default which 

10 is changed In every packet, and which encrypts parts of 
information sequentially by a bit unit which is stored in 
the plurality of packets using pseudo-random numbers, means 
for storing the encryption key used by the encryption within 
the packet which stores parts of the encrypted information, 

15 and means for sequentially sending parts of the encrypted 
information and packets which store the encryption key. 
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